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Preface

About This Guide

This guide contains information that helps RSA® Archer® administrators and users understand the
differences between previous versions and 6.4 of RSA Archer. It is intended for administrators and
users who currently use or have used RSA Archer and are investigating or are actively upgrading to
RSA Archer 6.4.

This guide assumes that the reader is knowledgeable about the GRC industry and RSA Archer.

RSA Archer Documentation

You can access RSA Archer documentation on the Archer Customer/Partner Community on RSA
Link at: https://community.rsa.com/community/products/archer-gre/archer-customer-partner-
community/platform/64

e

Release Notes A list of issues fixed in the release and a list of issues known at the time of the
release. Available in PDF format.

What's New Overview of the new and updated features in the current release. Overview of the

Guide differences between RSA Archer version 5.x and version 6.x. Suggestions on
planning for moving from 5.x to 6.x are included. This information is available in
the RSA Archer Online Documentation and in PDF format.

Installation Instructions for installing the latest RSA Archer release, and upgrading from 5.x
and Upgrade  and 6.x to the latest release. Available in PDF format.
Guide
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Online Information for using RSA Archer including how to set up and maintain the

Documentation Platform, how to use the Platform features, how to use the RESTful and Web
APIs, security configuration information, and how to install and use the solution
use cases. Available from within the product in HTMLS5 format using context-
sensitive links, as well as in a Zip format for local installation. The Online
Documentation is also available in full on the RSA Archer Community on RSA
Link at: https://community.rsa.com/community/products/archer-grc/archer-
customer-partner-community/platform/64. Content from the Online Documentation
system is also available in PDF format, divided in to the following guides:

o Administrator's Guide

o User's Guide

o RESTful API Guide

o Web API Guide

e GRC API Guide

o Security Configuration Guide

o Use Case Guides (one guide for each of the available solution use cases)

Archer Control Information for using the RSA Archer Control Panel module to manage the

Panel (ACP)  internal settings of the Platform, such as license keys, global paths and settings.

Help Available from within the ACP module, in a ZIP format for local installation, and
in PDF format.

Planning Information about how to plan for your new RSA Archer installation. This
Guide document is intended for system administrators who are responsible for installing
and managing RSA Archer. Available in PDF format.

Support and Service

Customer Support Information https://community.rsa.com/community/rsa-customer-support

Customer Support E-mail archersupport@rsa.com
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Other Resources

Resource | Description

RSA Archer Our public forum, on the RSA Link Community platform, brings together customers,
Community  prospects, consultants, RSA Archer thought leaders, partners and analysts to talk
on about GRC as a practice, and includes product demos, GRC videos, white papers,
RSA Link blogs and more.

https://community.rsa.com/community/products/archer-grc

RSA Archer Our private community, is a powerful governance, risk and compliance online
Customer /  network that promotes collaboration among RSA Archer customers, partners,

Partner industry analysts, and product experts. Engaging with the RSA Archer Community
Community on RSA Link enables you to collaborate to solve problems, build best practices,
on establish peer connections and engage with RSA Archer thought leaders.

RSA Link

https://community.rsa.com/community/products/archer-grc/archer-customer-partner-
community

RSA Ready RSA's Technology Partner Program is where third parties gain access to RSA
Software in order to develop an interoperability and have it documented and
certified. RSA Ready certifications are posted to an online community and
supported by RSA Support.

https://community.rsa.com/community/products/rsa-ready

RSA The RSA Exchange for RSA Archer offerings help you rapidly deploy adjacent or
Exchange supporting risk business processes, quickly integrate new risk data sources, and
for implement administrative utilities to make the most out of their risk and compliance

RSA Archer investment.

https://community.rsa.com/community/products/archer-grc/exchange
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What's New in RSA Archer 6.4

This section describes the new and updated features in RSA Archer 6.4 since the 6.3 release.

For complete details on the features added for release 6.4, see the RSA Archer Online
Documentation.

Use Case Enhancements

s st

Information The ISMS use case includes updates that provide you with more transparency
Security into the compliance and risks associated with your ISMS. Using the new ISMS
Management Risks application, you can view a snapshot of a risk associated with your ISMS
System use at a specific point in time. The new ISMS Audit application provides internal
case auditors with a method for evaluating the key characteristics of each control,

and the new ISMS Controls application allows you to store control procedures
linked to risks identified by ISMS stakeholders.

Two new data feeds automatically populate sections of the ISMS record and
automatically scope risks, control procedures, control standards, and findings to
generate ISMS Risk, ISMS Control, and ISMS Audit records, and an advanced
workflow has been added to the ISO 27001 Gap Analysis questionnaire to
facilitate the assessment process. Additionally, new reports have been added to
provide you with better insight into the state of your overall ISMS. For more
information, see "Information Security Management System" in the Online
Documentation.

Cyber Incident RSA Archer Cyber Incident & Breach Response enables you to centrally

& Breach catalog organizational and IT assets, establish business context to drive incident

Response prioritization, and implement processes designed to escalate, investigate and
resolve declared incidents effectively. Cyber Incident & Breach Response
includes a built-in declared incident workflow to ensure that security events get
escalated quickly and consistently. Additionally, an advanced workflow has
been added to the Security Incidents application, providing more insight into the
velocity of declared cyber and security incidents, and allowing more efficient
utilization of security team resources, which results in faster response, analysis
and closure rates for critical security incidents.

For more information, see the RS4 Archer Cyber Incident & Breach Response
Use Case Guide on RSA Link.

What's New in RSA Archer 6.4 7
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Platform Enhancements

e et

Advanced Advanced Workflow Logging enables RSA Archer to audit advanced workflow
Workflow content record transitions and the enrollment status of the content. In the History
Logging Log field, the advanced workflow audit information can be displayed alone or

inline with field changes. Advanced workflow audit information is configured
per level in the Workflow Process Designer.

For more information, see "Advanced Workflow" in the RSA Archer Online

Documentation
Applications The Save and Close button is enabled for applications and questionnaires that
and have Advanced Workflow configured. When a user clicks Save and Close, the

Questionnaires  record is enrolled in the Advanced Workflow or transitions to a new Advanced
Workflow node. The record is saved, but remains open so that the user can then
view any changes or results of the workflow process. After this step, the user
can click Save and Close to save and close the record.

Bulk Actions On-demand and scheduled bulk actions now support leveled applications. You
can now perform or schedule bulk actions from the primary application and #-
tier applications. You can select single and multiple fields from the primary and
n-tier applications.

When scheduling a bulk action, you can now add n-tier relationships in Manage
Relationships. Any relationships added automatically are duplicated in the
Configure Relationships and Fields to Evaluate sections of the Filters section. If
you do not select any relationships, only the primary application is available.

For more information, see "Performing Bulk Actions" and "Scheduling Bulk
Actions" in the RSA Archer Online Documentation.

Calculated o Calculated fields have expanded to include cross-reference fields types. For
Fields more information, see "Adding Calculated Fields" in the RSA Archer Online
Documentation.

o The Schedule Calculations functionality has moved to the Manage Schedule
page from Application Builder. Scheduling calculations enables you to
automate predefined calculated fields in an application on a recurring basis
and run calculations on-demand. For more information, see "Scheduling
Calculations" in the RSA Archer Online Documentation.

What's New in RSA Archer 6.4 8
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Data Feeds o Use the BatchContentSave token to upload large amounts of content records
in batches through a data feed. For more information, see "Data Feed
Tokens" in the RSA Archer Online Documentation.

o JSON Iterator is now supported for the File, FTP, and HTTP transporters.
JSON processing uses XLST 3.0 and only supports the Single Data file type.

o There is a new Delayed Calculations option for data feeds to delay running
calculations until after the feed finishes processing.

« JavaScript data feeds allow you to execute a JavaScript file, and insert that
data into the RSA Archer instance, if the result of the script is a data set. For
more information, see "JavaScript Data Feeds" in the RSA Archer Online
Documentation.

iViews The iView Context menu is now accessible from anywhere inside the iView.
You can access the context menu by doing any of the following:

o Right-click in the iView.

o Accessible users can use their custom operating system actions that opens
the Context menu.

Effective Effective Permissions Investigation Console (EPIC) provides a more efficient
Permissions and less complicated way for system administrators to determine user access for
Investigative an individual record. Instead of navigating the Access Control settings,

Console (EPIC) application-level permissions and permission field rules and assignees, system
administrators, module owners, and users with permission to use EPIC can
launch EPIC from any record and view the access rights and permissions for
selected users. System administrators can also access EPIC from the
Administration menu. EPIC enables system administrators and users with EPIC
permission to implement a consistent access control design across RSA Archer
and to troubleshoot access control and permissions issues.

For more information, see "Effective Permissions Investigation Console (EPIC)"
in the RSA Archer Online Documentation.

GRC API The GRC API has been added to allow RSA Archer to communicate more
easily with third party programs.

For more information, see "RSA Archer GRC API" in the RSA Archer Online

Documentation.
Package The Package Mapper Interface has been updated to provide a more consistent
Mapper experience with other package mapping experiences.

Interface

What's New in RSA Archer 6.4 9
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Report Objects  Report Objects allows you to embed reports directly within records. You can
drag-and-drop report objects on the layouts of applications and questionnaires.

For more information for administrators, see "Adding Objects to the Layout" in
the RSA Archer Online Documentation.

For more information for users, see "Viewing Report Objects" in the
RSA Archer Online Documentation.

User Interface  Navigation has improved with fewer URL changes.

What's New in RSA Archer 6.4 10
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Moving from 5.x to 6.4

The move from RSA Archer 5.x to 6.4 is a software upgrade only. No data migration is involved.
Existing workflows continue to work. All of your data and configurations remain the same in all
applications and questionnaires, with the possible exception of Task Management. Before upgrading,
note the existing Task Management layout. After upgrading, you may need to reconfigure the fields
on the Task Management layout to match the layout from the previous version.

The following practices may help ease the process of moving from RSA Archer 5.x to 6.4.
o Plan. Plan for the new release by reviewing the following RSA-provided materials:

o RSA Archer 6.4 Release Notes

o RSA Archer 6.4 What's New Guide (this document)

o RSA Archer 6.4 Installation and Upgrade Guide

o RSA Archer 6.4 Online Documentation

e Document. To account for the changes and new features in the new release, update your internal
company documentation and procedures for using RSA Archer.

o Test. Test your updated procedures for using the new release.
o Train. Train your team about the changes and new features in the new release.
o Attend an RSA training course.

o For information on the new and updated features in the release, see What's New in Release
6.4.

What's Different from 5.x to 6.4

The following is a list of differences in functionality between 5.x and 6.4 features.

Browser Support Updated 6.4 no longer supports [E 8, Upgrade your browser to a
IE 9, and IE 10. version that supports
HTMLS and Silverlight.

Moving from 5.x to 6.4 11
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Themes
Functlonahty
Record Page Updated
Questionnaire Page Updated
Quick Links Moved
Quick Link Folders Not
Supported
Quick Solutions Not
Links Supported

Moving from 5.x to 6.4

Themes are simplified in 6.4.

Cosmetic improvements have
been made, and the Save and
Close button was added.

Questionnaires no longer
have a different set of
buttons. The user interface
for questionnaires is the same
as the user interface for
applications.

Quick reference links no
longer display at the top of
the workspace page. They
now display on the workspace
menu that you open from the
menu bar.

Quick Link folders are no
longer supported.

Linking solutions to a
workspace with Quick Links
is no longer supported.

Traditional themes are no
longer supported.

To change the colors for
your instance, go to the
Administration menu and
under Appearance, click
Appearance.

Not applicable.

Not applicable.

To access Quick Reference
links, click the workspace
menu.

Review whether your
existing quick links are still
valid in the new user
interface.

Not applicable.
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Quick Search
Results

Replaced

Field Types Not Not
Supported in the Currently
Record Browser Supported

Grouping Results Not
Per Page in Record Supported
Browser

Master Report Moved

Listing

Moving from 5.x to 6.4

Global Search replaces Quick Use the same manner for

Search, which includes the
following differences:

o A global search covers all
applications in the instance

o Searched items are no
longer highlighted

o Percentage calculation of
search results has been
eliminated

The following fields are not
supported in the Record
Browser but are still
supported in Advanced
Search:

o Matrix

o Attachment (only the name
is displayed in the Record
Browser)

o Image

o Related Records
o Multi-reference
o Sub-form

o Multiple Reference
Display Control

o Values Lists (images
cannot be used as values)

These options are not
currently supported.

The Master Report Listing
page is now available from
the Reports option in the User
menu.

searching as with Quick
Search. Wild cards are still
supported.

Perform an Advanced
Search.

Perform an Advanced
Search.

From the menu bar, click the
User menu, and select
Reports.

13
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Web Search

Supported
Grouping in Not
Navigation Menu Currently
Searches Available
Ability to add Moved
custom logo
Events tab in Moved
Application Builder
Help links on Moved
Silverlight pages
Administration Moved
menu

Moving from 5.x to 6.4

Web search from the
RSA Archer menu is no
longer present.

Filter views for report
groupings are no longer
available from the Record
Browser which replaces the
Display All list in the
Navigation Menu.

You can replace the RSA
logo in the bottom left corner
of the page.

The Events tab was removed
to accommodate multiple
layouts. When editing an
application, you can now
configure Events (DDEs)
from the Layout tab.

The Help link no longer
appears on Microsoft
Silverlight pages.

The Administration menu
displays from a button on the
menu bar.

Not applicable.

Not applicable.

To replace the RSA logo
with your company logo, go
to the Administration menu,
and under Appearance, click
Appearance.

To access configuration
options for the Events
(DDESs) of an application,
select the Layout tab.

To access the Help, click
the Help button from the
menu bar.

To access the
Administration menu, click

X
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Discussion Forums  Moved New Discussion Forum topics To add a new topic:
can be created from the 1
Forums page, which is
contained within a discussion
community. You can access
the Discussion Community

. Go to the Discussion
Community Listing page:

a. From the Workspace
menu, click a

Listing page by clicking solution.
Communities from the menu B ©Tdk T el
bar. solution.

¢. Under Discussion
Forum,
click Communities.

2. Open the community that
contains the forum in
which you want to add a
topic.

3. Open the forum.

4. In the Forum Content
section, click Add New.

Filter Records by Not You can no longer view all To view lower level

Level Supported records by a specific level in  records, you must select a
a leveled application by using record from an upper level.
a menu filter. The related items on the

next level are displayed.

Custom Objects Broken Due to major changes inthe ~ Update the Custom Object
interface, RSA cannot code.
guarantee that custom objects
will continue to work.

Important: The minimum supported browser window width is 1280 pixels.

5.x to 6.4 User Interface Comparison

The following pages and user interface elements have been updated since RSA Archer 5.x.

Moving from 5.x to 6.4 15
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Themes

Themes are simplified in 6.4. Instead of choosing multiple custom colors and fonts for the user
interface, you now have two color choices (primary and secondary).

RSA Archer 5.x:

Manage Themes: Copy of Ripple Gray

=
Save Apply Delete

i

B

2

&

Page Effects | TextStyles | HoverEffects | Buttons | Tabs

I3

#* Name:
Type:
Description:

Created By:

|Copy of Ripple Gray

Appearance Theme

D:

¥ General Information

* Alias:

|Copy_RippIe_Gray |

{D4D8D621-5DBA-4CTE-9506-67FD3165F6A2

This theme displays dark gray as the primary color with light gray accents. A ripple image displays in the top frame.

User, Migration 91272010 1:44 AM

Last Updated:

Shipman, Emily 9/5/2014 11:16 AM

Page Style:
Section Style:

Page Tab Style:
Workspace Tab Style:
Button Style:

Gradient Style:

[Rouna

| Round

| Round

[stant

[Round

|Bottom to tap (default)

Preview:

Select a theme to use across your system. The preview image provides a visual example of the theme colors and styles based on your selections. You can create
new themes and copy existing themes from the Manage Themes page.

Page Name

Information

¥ Section Name
Test Record 1

#* Name:

Description Descriptive text of test

RSA Archer 6.4:

Moving from 5.x to 6.4
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Manage Appearance

® save ) Reset To Default

- Instance Name @

Name: RSA Archer GRC
- Color @
Basic:
Primary Color: - - Secondary Color: [. -

Advanced: [}

~ Graphics @
Logo: Secondary:
RSA
] »
Edit | Remove Edit | Remove
- Text @
Field Name Alignment: (& Right Preview
Center
© Field Name:
O Lett

Questionnaire Page

The user interface for questionnaires is the same as the user interface for applications.

RSA Archer 5.x:
Internal Audit Quality Assurance Review Checklist: 562855

3 of 20 Completed | Options~ |

-

» Instructions

m

¥ General Information

Questionnaire ID: 562855 Overall Status: @

Audit Er t: 2014 U5 Finance Audit Engagement Internal Audit & Open
Department Rating:

Due Date: |6r2772014 |

Progress Status: [ J15% History Log: | View History Loq |

Review Year: [2014 ~ | Eait

¥ Workflow

Submitter: | Audit_ead, Stacey ||  submission Status: [in Process - | Edit
Submit Date: | |

Reviewer: | Grauer, Suzanne || Review Status: |Awaiting Review b | Edit
Review Date: | |

» Comments

» Findings

| SaveandClose | | Saveand Continue ||| Cancel |

Moving from 5.x to 6.4
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RSA Archer 6.4:

334246 nrisk Assessment [
Il save [ saveanp crose [E view T DELETE 4 Recorddof4 B [¥ EXPORT % PRINT B EMAIL
55 of 55 Completed

Created Date: 4/6/2016 12:49 AM Last Updarted: 4/6/2016 12:52 AM
p INSTRUCTIONS ~

¥ # RISK PROJECT

Project Name Applications Business Processes Business Units Devices Information Assets Facilities
2016 IT Risk Accounting Applicatio WINDOWST-DSKTP1 Kansas City Corporate
Assessment n WINDOWST-DSKTP2 Offices
Customer Self-Service WINDOWS7-DSKTP3 Kansas City Data Cent
Website WINDOWS7-DSKTP4 er
Customer Support Pla
tform

Web App Server 001

¥ RISK ASSESSMENT STATUS

Questionnaire ID: 334246 Overall Status: @
Progress Status: [ — 100% Submitter: BusinessUnitManager, Denise
Due Date: 4/22/2016 Submission 5tatus: |n Process ¥ Edit
Submit Date:
History Log: | View History Log | Reviewer:
Review Status: Awaiting Review ¥ Edit e

Quick Reference Links

Quick reference links no longer display on the workspace in the menu. They now display on the
workspace menu that you open from the workspace button.

RSA Archer 5.x:

Offline Access Library  Preferences Reports Help Logout

RSA Archer eGRC

Incident Management Threat Management Vulnerability Risk Management Security Operations Management Regulatory Change Management Administration More «

Report a New Incident | Search Incidents | My Open Incidents (Work Queug)

RSA Archer 6.4:

ii Enterprise Management -~ @ Risk Management - Compliance Management

@® Dashboards & Quick Links SOLU

Enterprise Management Products by Business Unit Business Hierarchy

Business Unit Lead Business Processes by Category Business Infrastructure

Business Process Hierarchy Applications by Business Unit IT Infrastructure

Applications by Type

Quick Search Results
Global Search replaces Quick Search, which includes the following differences:
o A global search includes all applications and questionnaires in the instance

o Searched items are no longer highlighted

Moving from 5.x to 6.4
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o Percentage calculation of search results no longer exists
RSA Archer S

RSA Archer eGRC

Offline Al Library  Preferenc Reporis  Help Logout data center

Enterprise Management Policy Management Compliance Management Risk Management Business Continuity Management Mare ~

Products by Business Unit | Business Processes by Category | Applications by Business Unit | Applications by Type

[
110 18 (of 18]
New Modify Save 4 4 o 16 (of18) b bl

10/23/2015 2:09 PM

Search Results B

Results: All {(16), Business Processes (2) Facilities (14)

Accounts Receivable 80%
BPID-138287 «Manage and record accounts receivable. « Not Rated ¢ High «High

Click to Expand the Naviaation Menu [JE0
S

India Data Center 40%
Data Center +IT Data Center that supporis the EMEA Division.

Phillipines Data Center 49% E
Data Center« IT Data Center that supports our JAPA Division.

Richmond Data Center 47%

Call Center « The Richmond data center stores servers running applications for internal processes.

Tampa 45%

Call Center ¢ The Tampa Florida facility houses the data center and most IT operations

Tampa Data Center 43%

Data Center« The Tampa Florida facility houses the data center and most IT operations [
Jersey City Data Center 43%

Data Center+IT Data Center that supports East Coast Operations

Kansas City Data Center 38%

Branch

Ceollections and Write-off of Doubtful Accounts 36%

BPID-138294 + This is an overview of the Collections and Write-off of Doubtful Accounts process. + Low + High + Medium High

Los Angeles Data Center 35%
Call Center e The Los Angeles, California facility houses a secondary data center and redundant IT operations

RSA Archer 6.4:
Eﬁ Enterprise Management ~ @ Risk Management ~

Compliance Management ~ E SHOW ALL

data center Q

36 Results Show results from | All Applications Transfer this search to  Applications  Audit Entity Incidents Security Incidents Devices Business Processes Risk Register More.. ~

m

Account Opening - HNW Client

Risk Rating

BUSINESS PROCESSES ~ Created 16 September 2014 Modified 06 July 2015 [

Accounting Application

Risk

APPLICATIONS  Created 20 April 2015 Modified 03 July 2015

tating

APPSERVERO1
Name
APPSERVERO1

M

Risk Rating
Not Rated
DEVICES  Created 20 April2015  Modified 09 July 2015

Moving from 5.x to 6.4
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Inline Edit / Inline Delete

In 5.x and 6.4, Inline Edit and Inline Delete are on the search results page. In 5.x, Inline Edit was
also used in the Navigation Menu. In 6.4, Inline Edit is also used in the Record Browser.

Note: In the Record Browser, Inline Edit and Inline Delete are not available in leveled applications,
data-driven event (DDE) fields, or the Date/Time field.

Grouping Results Per Page

These options were removed to help distinguish between browsing records and generating reports.

RSA Archer 5.x:

Search Records: Policies

Search

» Keyword Search

» Fields To Display

» Filters

» Sorting

¥ Display Options

0 Configure display optiens, including sort order, results format, heading options and results per page.

Display Format: | Row v | Record Count: All Records -
Results Per Page: 50 -
Headings: [] criteria  Display search criteria

[] Date Display date

[] Expand All Results Expand all grids for data refurned in other applications, sub-forms and levels.

#* Required | Copyright & 2014 EMC Corporation. All Rights Reserved | Version 5.5 SP3P1 |

RSA Archer 6.4:
No longer supported on the Record Browser. These options are still available in Advanced Search
results.

Master Report Listing

Previously in 5.x, the Master Reports Listing page was accessible from the Reports link displayed on
the top-right corner of the screen. Reports in the Master Report Listing are now available from the
Reports option in the User menu.

RSA Archer 5.x:

Reports Help Logout

Moving from 5.x to 6.4 20



What's New Guide

RSA Archer 6.4:

User Profile

Waorkspaces Display

Email Subscription

Discussion Forum Preferences
Login History

Data Import History

Reparts

Tour of Mew Features

Logout

Web Search
The Web search from the RSA Archer menu is no longer present.

RSA Archer 5.x:

<

Bing! (Selected)
Search the Web

k= Bing!

RSA Archer 6.4:
No longer supported.

Ability to Add Custom Logo

In 6.4, you can replace the RSA logo which is now in the bottom left corner of the page.

Moving from 5.x to 6.4
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RSA Archer 5.x:

Library Preferences

Reports Help Logout Search: Compliance Management

Compliance Management Management Business Continuity Management Audit Management Issue Management Mare =

Search Control Procedures | Add New Control Procedure | Open Findings Report

Navigation Menu <% 5k s Compliance Management  w
Compliance Management 2

>

Welcome, User

i Compliance Summary = |
Control Procedures v [
|Autn0ritative Sources Compliance Summary |
Operating Test Results  «
Configuration Checks - SrmED - Compliance Rating :;ft:::{anpinnt Criticali Source Type i
Configuration Check v
Results = EU Privacy Acts — i 16 % & Key LawiRegulation
Question Library - - -
FACT Act "Red — 6% + Key Law/Regulation =
GIL Accounts - Guidelines (November
2007)
Historical C: e -
Data GLBA —— 10 % 5 Key Law/Regulation
Financial Close - - —
Checklist — HIPAA: Privacy - 9% 4 Key Law/Regulation
DEEMELTREEY < ISONEC 27001:2005(E) | ———— 17% & Key Common Practice
Assessments 2 — -
EEN IR ISOAEC 77002:2005(F) | ———— i 17% 4 Key Common Practice
Account Scoping -
NERC Reliability —— 18 % ﬁ Key Industry Standard
‘Control Self - Standards
Assessments I P — — S
Design Test Results ¥ | - N

RSA Archer 6.4:

iﬁ Enterprise Management ~

& RiskManagement ~  $

SHOW ALL Q,

Dashboard: Compliance Management A Welcome, User | Options~ |
it Overall Compliance - it Compliance Findings -
Business Units by Compliance Rating - Compliance Findings by Status - =
2.5
24
1.59
-
0.59
ol
Open
a ) la -
i Process Control Compliance - # Technical Control Compliance -
Process Controls by Business Unit and Scope A Overall Configuration Compliance -

RSA ‘Archer’ GRC

Apply Button

The Apply button no longer appears on the Record Details page. The Save button no longer closes
the current page. You must click the Close or Save and Close buttons to close the page.
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RSA Archer 5.x:

Audit Workpaper: Accounts Receivable BN R

(@ [ = B4
New Copy Save Apply VWiew Delete Export Print  Email
First Published: 8/%5/2014 2:13 PM Last Updated: 2/5/2014 2:50 PM o

» About H

RSA Archer 6.4
Add New Record company (]

B nEw M save B sAVE AND cLOSE

Events Tab

In 6.4, the Events tab was removed from the Application Builder because Data-Driven Events

(DDEs) are now tied to multiple layouts. When editing an application, you can now configure DDEs

from the Layout tab.
RSA Archer 5.x:

Manage Application: Audit Workpaper

=

Save Apply Delete

| General | Fields | Layout | Navigafion Menu m Workflow |  Calculaions |  Administration |

¥ Rules

| Configure Rule Order | Add New |

Create and edit rules and link any number of actions to those rules. The system will evaluate these rules while end users work
in records. WWhen a rule evaluates to "true", the action(s) linked to that rule will be executed.

y

Level =

Order o Name Level a Active Last Updated Updated By

B Audit Procedures

1 Created From Library Equals Yes Audit Procedures « 712212014 11:27 AM Rosenboom, Stephe
= Audit Workpaper
1 Created From Library Equals Yes Audit Workpaper « T7i2212014 1127 AM Rosenboom, Stephe
2 Set Review Date Audit Workpaper Ti222014 11:27 AM Rosenboom, Stephe
3 Set Review Status Upon Re-Submission Audit Workpaper w TiI2272014 11:27 AM Rosenboom, Stephe
4 Set Submission Date Audit Workpaper « 72212014 11:27 AM Rosenboom, Stephe
L Set Submission Status List Values Audit Workpaper Ti222014 11:27 AM Rosenboom, Stephe
6 Submitter Field Is Changed Audit Workpaper « 72212014 11:27 AM Rosenboom, Stephe
T Reviewer Field Is Changed Audit Workpaper Ti222014 11:27 AM Rosenboom, Stephe

ll

J

# Required

| Copyright @ 2014 EMC Corporation. All Rights Reserved | Version 5.5 SP3P1 |

Moving from 5.x to 6.4
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RSA Archer 6.4:

Manage Application: Audit Workpaper ==
B4
Save Apply Delete Email

General Fields Layout Mavigation Menu Warkflow Advanced Workflow Calculations Administration

Designer Rules Actions

¥ Rules | Options | Configure Rule Order | Add New |

Create and edit rules and link any number of actions to those rules. The system will evaluate these rules while end users work in
records. When a rule evaluates to "true”, the action(s) linked to that rule will be executed.

Order & Name Level & Active Last Updated Updated By Action:

= Audit Procedures

3 Created From Library Equals Yes Audit Procedures 5/3072014 1:27 PM  Administrator, System @
B Audit Workpaper
1 Created From Library Equals Yes Audit Workpaper w 5/3002014 1:27 PM Administrator, System @
2 Set Review Date Audit Workpaper 53072014 1:27 PM  Administrator, System @
3 Set Review Status Upon Re-Submission Audit Workpaper 5/3002014 1:27 PM Administrator, System @
4 Set Submission Date Audit Workpaper w 53002014 1:27 PM  Administrator, System @
5 Set Submission Status List Values Audit Workpaper 5/3072014 1:27 PM  Administrator, System @
i Submitter Field Is Changed Audit Workpaper w 53002014 1:27 PM  Administrator, System @
T Reviewer Field Is Changed Audit Workpaper 5/3072014 1:27 PM  Administrator, System @
a | >
*  Required

Help Links

The Help link no longer appears on Silverlight pages. Instead, when you click the Help button on the
menu bar, a context-sensitive Help topic opens.

RSA Archer 5.x:

& = B4

Recalculate Export  Print Email

RSA Archer 6.4:

@

Administration Menu

In 6.4, the Administration menu displays from the menu bar.

Moving from 5.x to 6.4 24
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RSA Archer 5.x:

m Administration % More = ‘

Executive

Enterprise Management

Puolicy Management

Compliance Management

Risk Management

Business Continuity Management

Audit Management

lssue Management

Vendor Management

Incident Management

Threat Management

Yulnerability Risk Management

Security Operations Management

Regulatory Change Management

Administration

Moving from 5.x to 6.4
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RSA Archer 6.4:

Compliance Management

@ Dashboards ¢ Quick Links

Administration Access Control
Users
Access Roles
Security Parameters
Groups
LDAP Configurations
View Access Control Reports
Advanced Workflow
Job Troubleshooting
Appearance
Appearance
Application Builder
Solutions
Applications
Questionnaires
Sub-Forms
Global Values Lists
Packages

Install Packages

View Application Builder Reports

Discussion Forums
Discussion Communities

Discussion Forum Roles

View Discussion Forum Reports

Discussion Forums

Q% -

Integration

Data Feeds

Data Publications

Data Imports

Review Job Queues

Obtain APl Resources
Management Reporting

Master Reports Listing

Global Print and Export...

Mail Merge Templates
Notifications

Letterheads

Global Notification Settings

Subscription Notifications

Scheduled Report Distributions

On Demand Notification...

Admin Notifications

View Notification Reports
Training and Awareness

Training and Awareness...

View Training and Aware!
Workspaces and Dashboards

Workspaces

In 5.x, the link to access the Discussion Community Listing page no longer appears from the
Navigation Menu. In 6.4, access the Discussion Community Listing page by clicking Communities
from the menu bar.
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RSA Archer 5.x:

Navigation Menu <« M Discussion Community Listing

Business Hierarchy ¥ i
Email

Business Infrastructure &

Products and Services -

Business Processes -

Information Assets - Name Description Forums Topics
Facilities - 53 Enterprise Management 0 0
Contacts . Page 1 of 1 {1 records)

Business Impact Analysis -

Discussion Forums -

| @communities |
e Preferences

IT Infrastructure ¥

RSA Archer 6.4:

BN Enterprise Management & Risk Management ~

® Dashboards & Quick Links
Enterprise Management Products by i i Business Hierarchy > Corporate Objectives

Business Unit Lead Busin roc ) Business Infrastructure Products and Services

Business Process Hierarchy Applications by Business Unit IT Infrastructure Business Processes
Applications by Type Information Assets
Facilities
Contacts
Business Impact Analysis
Norify S5th Party

Discussion Forum

Display Records by Level
In 6.4, the Navigation Menu no longer filters records by any level other than the top.

RSA Archer 5.x:

Risk Hierarchy =5

New Mfy 5@&\ ths DIeI\LI:\te 14 4 TTEn b d R;%sn rt EP%{ :EEI
Search Results | Options» |
Maximum Maximum
Enterprise Risk 4 ‘E}l\l'::zﬁse Risk :;nere-m "“5“ ) Resm;al ;““ e Inherent Risk :l:vx;:nnm Residual Risk Risk Warning Level
Enterprise Enterprise
Compliance and Litigation Risk  Karrer Mason $ 47,000,000 $ 1,800,000 [ |
Credit Risk Cook. Paul $500,000,000  $500,000 ———— _-———— [ |
Financial Operations Kent, Ron 50 50 —————i ———-— :-
Information Security Toburen, Marshall $ 600,000,000  $5000,000 ———i —— . —— :-
Loss of Physical Assets Ireton, Matt 50 50 ——— —— . —— l:-
Technol Innovation, Operation, Erston, Eric 50 50 ——— e s s R l:-
and Resiliency
Third Party Risk Vendor, Jog 13,800,000 $ 200,000 I |
Page 1 of 1 (7 records)
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Policies IS NEW RECORD

Search | Reports | ImportData |

Al Policies viewss  (E

CONTENT SOURCE Policy (20)
CONTENT SOURCE
AR 01.0 Security Management
BY POLICY DOMAIN POLICY SCOPE
This policy applies to Information Security and all Company
SEuLE personnel
POLICY OWNER POLICY STATEMENT
O Executive Management endorses the mission, charter, authority

and structure of Information Security. The Company's Executive
Management has charged Information Security with the
responsibility for developing, maintaining and communicating a

AREA REFERENCE(S):

SECTION REFERENCE(S): "

comprehensive information security program to protect the
DRAFT GROUP confidentiality, integrity and availability of Company information
TECHNICAL REVIEW GROUP resources

COMMUNICATIONS REVIEW GROUP AODIENCE

MANAGEMENT APPROVAL GROUP

02.0 Risk Management

Custom Objects

Due to major changes in the interface, RSA cannot guarantee that custom objects will continue to

work.

Moving from 5.x to 6.4

Area (2
A 01.2 Security Training and Awareness

01.1 Information Security Infrastructure

Section @

01.2.01 Information Security Training and Threat
Awareness Program

CONTROL STANDARDS
Information Security Training
Training Evaluation

Posting Security Advisories
Security Awareness Briefings
Tnreat Awareness Program

01.2.02 Communication of Policies

CONTROL STANDARDS
mmunicating Existing, New and Changed Security Polici

28



	Preface
	About This Guide
	RSA Archer Documentation
	Support and Service
	Other Resources


	What's New in RSA Archer 6.4
	Moving from 5.x to 6.4
	What's Different from 5.x to 6.4
	5.x to 6.4 User Interface Comparison


